An analysis on the dimensions of information security culture concept: A review by Akhyari, Nasir et al.
An analysis on the dimensions of information security culture concept: A review
Akhyari Nasir a,∗, Ruzaini Abdullah Arshahb,  Mohd Rashid Ab Hamidc,  Syahrul Fahmya
a Faculty of Computer, Media and Technology Management, TATI University College, Teluk Kalong, Kemaman, Terengganu 240 0 0, Malaysia
b Faculty of Computer Systems & Software Engineering, Universiti Malaysia Pahang, Lebuhraya Tun Razak, Kuantan, Pahang 26300, Malaysia 
c Faculty of Industrial Management, Universiti Malaysia Pahang, Lebuhraya Tun Razak, Kuantan, Pahang 26300, Malaysia
) is es 
 cons C 
ime y, 
ens n 
. Eig le 
tal o le 
nsio rs 
r stu e 
imen e 
dem
AABSTRACT
The cultivation of positive Information Security Culture (ISC
among employees in the organization. However, there is yet a
has been associated with many facets, with some overlapping d
as to why this happens or to what extent do variances of dim
analysis of the different dimensions in conceptualizing the ISC
Scholar were systematically exhausted using PRISMA and a to
different approaches such as adopted theories affect the dime
such as the objective of the study, type of or- ganization unde
found no evidence of a set of widely accepted concepts and d
numerous dimensions used in ISC and could be utilized by aca[103] ; Von Solms [123] ; Zakaria [126] ). Although there are numer- 
ous studies in this area, there is a lack of widely accepted dimen- 
sions for ISC as different perspectives and concepts are used. This 
causes problems for academician in identifying the actual concept 
of ISC as well as for the practitioners to cultivate and assess a pos- 
itive ISC in the organization, thus limiting its full potential. 
There are different dimensions of ISC found in the Information 
Security Policy (ISP) compliance behavior literature. For example, 
D’Arcy and Greene [25] used Top Management Commitment, Se- 
curity Communications and Computer Monitoring whilst Alkalbani, 
Deng, and Kam [9] used Top Management Commitment, Account- 
ability and Information Security Awareness as dimensions in ISC. Al- 
though they share a similar dimension ( Top Management Commit- 
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2214-2126/© 2018 Elsevier Ltd. All rights reserved.an effective way to promote security behav- ior and practic
ensus on a standard set of dimensions for the ISC concept. IS
nsions found in the literature. There is little explanation, if an
ions affects ISC concept and ﬁndings. This paper presents a
ht major databases including Web of Science, Scopus and Goog
f 79 studies from 20 0 0 to 2017 was selected for analysis. Whi
ns of ISC, our analysis also covered other contributing facto
dy and the information security maturity level. In addition, w
sions for ISC. This review provides substantial evidence on th
icians as a reference in ISC-related studies.There are also a number of ISC models and frameworks de- 
eloped based on speciﬁc dimensions and research objectives. Al- 
ogail and Mirza [8] in their Systematic Literature Review of ISC- 
elated studies for the period of 2003–2013 discovered 12 out of 62 
tudies discussing ISC models and frameworks. Interestingly, these 
odels used different dimensions from one and another. 
Despite several recent views on ISC including Karlsson, Astrom 
nd Karlsson [52] ; Karwowski, Glaspie and Karwowski [37] ; and 
ahfuth, Yussof, Baker and Ali [62] ; there is little interest in the 
dentiﬁcation of ISC dimensions. Mahfuth et al. [62] conducted 
 review to identify ISC based on deﬁnitions and frameworks in 
tudies between 2003 and 2016. Although they managed to iden- 
ify ISC dimensions in their review, there was no further analysis 
n these dimensions. Karlsson et al. [52] conducted an extensive 
eview ranging from 20 0 0 to 2013 by classifying ISC studies based 
n four main categories: Research Topic, Underlying Theory(ies), Re- 
earch Purpose and Research Method . Although this study provided a 
igniﬁcant ﬁndings by providing a clear summary on the particular 
hemes investigated, including the theories and concepts that in- 
